GEEK STREET: INFOSECURITY EUROPE’S NEWEST FEATURE
How to rob a bank; what hacking adult toys tells us about the state of
the IoT; quantum security and why it matters; vulnerabilities of
medical networks; daily lock-picking challenges and more…!
News for release, 16 May 2018: Europe’s no.1 information security event, Infosecurity Europe, is
launching a brand-new feature for 2018 called “Geek Street” - an immersive zone where information
security practitioners will share their expertise in a series of in-depth, independent and technical
research sessions. Designed to enable visitors to delve into the latest security research into exploits,
vulnerabilities and threats, the Geek Street programme will include:


Security is an Illusion: How I Rob Banks: presented by ethical hacker and social engineer, Freaky
Clown, who will be taking the audience on a light-hearted trip through the security failures, both
physical and electronic, that have enabled him over the years to circumvent security of the world’s
largest banks



Hacking the World’s Most Secure Communications Protocol: presented by security researcher
Scott Helme, who will address issues around companies failing to deliver on promises of security,
online services leaking data and devices we are bring in to our homes betraying us



Time of Death? A Therapeutic Post-Mortem for Medical Infrastructure: with medical
infrastructure a highly sought-after target for motivated cybercriminals, Kaspersky Lab Security
Researcher Denis Makrushin will show how the attackers appears in medical network, what is
already happening there and the kind of technologies that will be useful in battle against medical
threats to protect patient-doctor confidentiality



Hardware Hacking: What Can Adult Toys Tell Us About the State of the IoT?: hacking adult toys
is headline grabbing stuff, but their flawed hardware security shares much with the rest of the IoT.
This hardware hacking session, presented by Ken Munro, Partner, Pen Test Partners, will show
how recovering firmware from microcontrollers with embedded flash memory is possible, as well
as microprocessors with external flash and RAM. Common hardware security issues will be
addressed, and the audience will see how hackers approach hardware hacking, as well as
understand the default security profile of many IoT devices
…



What is Quantum Cybersecurity? And Why It Matters: Dr Logan Mailloux, Assistant Professor,
Systems Engineering, United States Air Force, will present on complex topics such as quantum
cryptography, quantum key distribution, quantum computing, quantum algorithms, and
quantum-safe encryption in an accessible way, with emphasis given to practical applications.

The Geek Street programme will also feature presentations on Hunting PBX for Vulnerabilities;
Stackoverflow: The Vulnerability Marketplace; Software Protection in the ASPIRE Project; Unleashing
the Automated Memory Forensics Playbook to Hunt for Evasive Malware; The Adversary Playbook:
OilRig Threat Group; Blockchain-Based C&C Techniques: Towards a Persistent Channel and The Apple
of your EFI: An Updated Analysis of the State of Apple’s EFI Security Support and Black Info Ops
Approach to Evaluate Critical Infrastructure Security. James Lyne, Global Research Advisor, Sophos,
who will be inducted in to Infosecurity Europe’s Hall of Fame for 2018, will give the Opening Keynote.

LOCK-PICKING @INFOSECURITY EUROPE 2018!
Attendees can also get hands-on, apply their cybersecurity skills - and test their patience - in a daily
physical security challenge to find the fastest lockpickers at Infosecurity Europe! The competition,
which will be run in partnership with MadBobs Lockpicks, will be running each day.
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About Infosecurity Europe
Strategically held annually in London, Europe's centre for technology start-up businesses, Infosecurity Europe is Europe’s
largest and most comprehensive Information Security event. Featuring numerous analysts, policy experts, journalists and
over 400 exhibitors, Infosecurity Europe presents an invaluable business platform, as well as staging the world’s largest
complimentary conference programme containing 240+ free to attend conference sessions which have been accredited by
leading industry associations (ISC)² and ISACA since 2012. The event attracts over 19,500 unique information security
industry professionals attending from every segment of the industry and presents the most important date in the calendar
for information security professionals across Europe. www.infosecurityeurope.com. #infosec18
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